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Abstract

The random noise signal is widely used as a test signal to identify a physical or biological system. In particular, the Gaussian
distributed white noise signal (Gaussian White Noise) is popularly used to simulate environmental noise in telecommunications
system testing, input noise in testing ADC (Analog to Digital Converter) devices as well as testing other digital systems.
Random noise signal generation can be done using resistors or diodes. The weakness of the noise generator system using
physical components is the statistical distribution. An alternative solution is to use a Pseudo-Random System that can be
adjusted for distribution and other statistical parameters. In this study, the implementation of the Gaussian distributed pseudo
noise generation algorithm based on the Enhanced Box-Muller method is described. Prototype of noise generation system
using a minimum system board based on Cortex Microcontroller or MCU-STM32F4. From the test results, it was found that
the Enhanced Box-Muller (E Box-Muller) method can be applied to the MCU-STM32F4 efficiently, producing signal noise
with Gaussian distribution. The resulting noise signal has an amplitude of £1Volt, is Gaussian distributed and has a relatively
wide frequency spectrum. The noise signal can be used as a jamming device in a certain frequency band using an Analog

modulator.
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1. Introduction

In industrial environment, signal noise is the main
factor that causes errors in signal processing. Errors in
making decisions by the processing system generally
occur because the noise signal damages the main signal
to be processed. The consequence of mixing the main
signal with the noise signal is that an unexpected
response is generated by the system and this will lead to
other undesirable consequences, such as damage to the
resulting product [1][2]. Based on the provisions in
[1][2], it can be concluded that the ability of the entire
system to be able to process information correctly and
be able to overcome interference from noise is the main
requirement to obtain the good performance of the
system.

In the development of signal processing systems, both
analog processing systems and digital processing
systems, testing the performance of the system against
noise is carried out by testing the response of the system
to the composite input signal, namely the input signal
that has been mixed with the noise signal [1][2] . The
noise signal is attempted to be as similar as possible to
the noise signal that appears in actual environmental

conditions. This is something important considering
that disk reader systems, telemetry systems and radio-
based control systems always pick up a signal mixed
with noise for further processing. A processing system
is called a high-performance system if the system can
suppress the noise collected along with the input signal.
To test the ability of these systems against noise
interference, especially testing on a laboratory scale, a
device that can generate noise signals is needed as well
as actual environmental noise [2]. This kind of
environmental noise is known as white noise.

The problem faced in the design of a noise generator
system is how to generate a random signal that has a
certain distribution (uniform or gaussian) efficiently.
From the literature search, the authors get a lot of
literature that writes about methods of generating
random signals either purely (pure random) or artificial
(pseudo random) [3].

Gaussian distributed noise signal can be generated
artificially (pseudo random) using a mathematical
algorithm or purely (pure random). The noise
generation method is purely done by amplifying the
electron activity signal in a diode. This pure noise signal
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has no repetition period or can also be referred to as a
random signal with an infinite period.

The artificial noise generation method generally uses a
mathematical algorithm (to generate a series of random
numbers) which is then converted into an analog signal
using a DAC (Digital to Analog Converter). The main
weakness of the noise generation method using this
mathematical algorithm is the appearance of
periodization in the resulting signal [3][4][5]. There is a
lot of literature that focuses its research on developing
algorithms to generate a series of random numbers close
to the characteristics of pure random numbers. One
method that can be used to make the pseudo random
sequence close to pure random is to apply a large
random number repetition period. The consequence of
this method is the inclusion of large-value coefficients
in the mathematical system used.

One method to generate a Gaussian distributed noise
signal is to use the Box Muller method [6][7]. In this
paper, the mathematical formulation of the Box-Muller
method is implemented on an FPGA chip for further
processing using an analog modulator [6]. The
modulator will place the resulting noise signal in the
desired band. The Box-Muller method was later
improved by Adnane et al. in [8] in the “tail” section of
his Gaussian response.

Based on papers [6][8], this paper will describe the
implementation of the Enhanced Box-Muller method
on the MCU-STM32 to generate a White Gaussian
Noise signal. The use of MCU (Micro Controller Unit)
as a processing unit in this study was chosen because of
its flexibility in the implementation and control process.

2. Research Methods
2.1 Noise Generating System

In testing the performance of signal processing devices,
a measurable and easily reproducible Noise signal is
absolutely necessary. This kind of noise is also known
as pseudo noise because in reality the noise signal
repeats itself for a certain period. This condition is
different if the Noise signal is not repeated or has no
period. This kind of noise is called pure noise which can
be generated from the activity of electrons on a
transistor strand, on a diode or it can also be done by
sampling the noise signal on an ADC (Analog to Digital
Converter) input pin.

To create a Pseudo Noise generator system, a random
number generator system and a DAC (Digital to Analog
Converter) device are required which are arranged as
shown in Figure 1.

From Figure 1 it can be seen that the noise signal is
generated by converting random digital data generated
by the Digital Random Generator (DRG) into an analog
signal using a DAC device. This means that if the DRG

generates a Gaussian distributed random number, the
noise signal it produces will also be Gaussian
distributed as well.

L,

Figure 1. Pseudo Noise Generator Diagram
2.2 Box-Muller method

From Figure 1 it can be seen that the DRG unit is the
most important unit in a noise generation system.
Regarding portable and simple algorithmic
requirements, many studies have been carried out so far
to obtain an efficient random number generation
algorithm. The algorithm is then realized in the form of
hardware [4] and in the form of software such as the
Central limit method, the Ziggurat method, the
Inversion method, the Wallace method and the Box-
Muller method.

Digital
Random
Generator

Noise
DAC

The Box-Muller method is a random number generation
method that has a simple, portable and easy algorithm
to implement at the hardware level (FPGA and
Microcontroller). The Box-Muller method is a Gaussian
distributed random number generation method that
converts 2 (two) Uniform distributed random numbers
into 2 Gaussian distributed random numbers that are
perpendicular to each other (Quadrature) [6][7][8].

In general, the Box-Muller transform is written as
follows: if there are 2 (two) independent Gaussian
distributed random numbers called X and Y, then
probability density function (PDF) is expressed as:

x> 1y

1 x _
f(xiy)=P(x)-P(y)=\/T—n_e 2.\/7_7.[6 2

1 (42 2
= —e ()2 1)
Because PDF in equation (1) is distributed radially, then
the equation can be expressed in polar form as (R, ©).
The value of angle ® has a range of 0 < 0@ < 2m,
while X and Y are defined as X = Rcos © and Y =
R sin ©. The parameter © will be uniformly distributed

from 0 to 27 so that can be expressed as © = 2 U;.

The parameter R itself is expressed as R = /—21n U,.
Referring to the previous definitions, the Box-Muller
method can be written as Equation (2) below:

X = {—2In(U1) cos(2rU2)

Y = —-2In(U1) sin(2rU2)

Ul and U2 are a pair of Uniform distributed random
numbers to be converted, while X and Y are a pair of

@
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Gaussians distributed random numbers converted from
Ul and U2.

If equation (2) is realized in the form of a system block
diagram, then Equation (2) can be described as follows:

Random U1 ;
1
| i
Random U2 cos * :
l !
1
1 1
| i y
2| sin* [T &
1
1

Figure 2. Block diagram of the Box-Muller method

This relatively simple Box-Muller method was further
developed by Brent [9]. Brent modified the Box-Muller
formula by converting Trigonometric terms into Non-
Trigonometric terms. This technique is used to simplify
the calculation process if the Box-Muller method will
be applied to a simple digital processing system. This
Brent formula is also known as the polar form of the
Box-Muller formula, and is written as follows:

—2in (vi+v2)
(vi+v3)

X = V1

3

-2n(vi+v3) ®)
(vi+vi)

Y=U2

2.3 Enhanced Box Muller Method (E Box-Muller)

The enhanced Box-Muller method or also known as the
Enhanced Box-Muller is a method proposed by Adnane
Addaim et. all. to improve upon the classic Box-Muller
method on the "tail" side of the Gaussian distribution.
The weakness of the classic Box-Muller method is that
it is not suitable for producing high values of c. In the
Box-Muller method, the value of o will reach its
maximum if 2 (two) converted random numbers (Ul
and U2) together reach a value of 0. Because Ul and
U2 are two independent numbers, this condition is very
difficult to achieve. So it is proposed to use a Uniform
distributed random number, say U, which is applied to
the classical Box-Muller formula. The improved Box-
Muller formula can be stated as follows:

X = —-2In(U) cos(2mnU)

Y = /—2In(U) sin(2rnU)

If equation (4) is compared with equation (2), it can be
seen that Adnan et al. in [8] developed the Box-Muller
formula in equation (2) by adding the n term to the
Trigonometric term and using only one Uniform
distributed random number (U).

(4)

2.4 Lehmer's Method for Generating Uniform Random
Numbers

From Figure 1, it can be seen that to generate Gaussian
distributed random numbers using the Box-Muller
method, a uniformly distributed random number is
required. To generate random numbers with uniform
distribution, the Lehmer method [3][10] can be used.
Mathematically, the Lehmer method for generating
random numbers can be written as:

Xn+1 = (aX,) mod m (5)

The Lehmer method is also known as the PMMLCG
(Prime Modulus Multiplicative Linear Congruential
Generator) method. Equation (5) above requires an
initial value known as the seed. Although this method
is relatively simple, it requires more attention to choose
the values of a and m so that the resulting series of
random numbers does not repeat itself as illustrated in
[11][12]. Determination of the values of a and m is
generally based on the ability of the machine and the
desired iteration period.

If the digital machine used is a 16-bit machine, then
selecting the value of m of 2'® will make a series of
random numbers that are generated repeated every 216 -
1. This condition can occur if a is the primitive root of
m[1]. One option value a is 25173 and is used in Turbo
Pascal software which is fully defined as:

X,41 = (25173X,, + 13849) mod 216 (6)

Xn+1 is @ Uniform distributed random number, X, is the
initial value (seed) while the mod operation is the
remainder division operation.

2.5 Noise Generation System using MCU-STM32

The Gaussian Distributed Noise generator system can
be diagrammatically described as follows:

Random

0O>»0

-
®

Figure 3. Noise Generator Model E Box-Muller

From Figure 3 it can be seen that the Noise Generator
system designed using the E Box-Muller Method has 4
(four) basic parts, namely: a Uniform Distributed
Random Generator Unit, an E Box-Muller Converter
Unit, a Multiplier Unit (Multiplier) and a DAC (Digital
to Analog) unit. converters). The E Box-Muller
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converter unit consists of a weighting unit, a sinusoidal
unit and a cosinusoidal unit. Random Number
Generator is a unit that generates Uniform distributed
random numbers. This system is triggered by a clock
unit that performs the sampling process with the desired
sampling rate. Every time the sampling signal appears,
this unit will generate a uniformly distributed random
number with the interval [0,1]. The random number is
then used as input for the E Box-Muller converter
(Weighting, Sine and Cosine) so that a Gaussian
distributed random number is generated. The algorithm
of the Noise generator system as shown in Figure 3 can
be stated as follows:

“Tick” Timer

Box
Muller

Figure 4. Flow state of the Noise generating system.

From Figure 4, it can be seen that the state change
process that occurs in the Noise generator system,
where the system will enter the Idle state if there is no
"tick" signal from the Timer. If the signal appears, there
will be a transition from the Idle state to the Uniform
state. In this state, a Uniform distributed random
number will be generated. The next transition is the E
Box-Muller Conversion which will convert the
Uniform random number into a Gaussian random
number. The transition then proceeds to the DAC state
where the Gaussian random number is converted into
an Analog signal. The process continues to the Idle state
to wait for the "tick" signal from the Timer in the next
cycle.

2.6 Hardware System

Departing from the concept that the generator system
must be made as compact as possible, the use of a
Microcontroller (MCU) from the STM32 family is the
right choice. Especially the STM32F407 uC chip which
has features as a DSP (Digital Signal Processing) chip.
One of these features is the availability of 2 (two) 12-
bit DAC devices that can be programmed freely in

addition to the system clock which reaches a value of
200MHz.

In the design of the Noise Generating System, all the
units depicted in Figure 3 and Figure 4 will be
implemented in the form of software on the STM32
Microcontroller. There are 2 (two) main units of the
STM32 Microcontroller that play a role in the design of
this Noise Generator, namely: DAC unit and Timer.

The block diagram of the DAC unit in the STM32
Microcontroller can be shown as Figure 3 below [13]:

| DAC control register |

TSELq2:0] bits T

DMAENx

EXT_8 []

DM A reque st
—

1261 Control logicx TENx

~H.12-bit
| Dorx |
;‘WZ-(JI(

Digitakto-analog
converter

DHRx

MAMPx[3:0] bits

WAVENx[1:0] bits

—————{ Joac_ouTx

Vooa
Vssa
Vrers

Figure 5. DAC unit structure in STM32

From Figure 5 it can be seen that the DAC in STM32
can be accessed manually or using a DMA (Direct
Memory Access) mechanism. The manual mechanism
is carried out by filling the buffer directly from each
DAC device (DHRx register). While the DMA
mechanism is carried out using Timer tools which
periodically fills the buffer of the DAC without having
to involve the CPU directly. In the design of this Noise
Generation System, the DAC is accessed manually,
where every 0.5ms the DAC buffer is filled by the E
Box-Muller unit.

TRGO,

Trigger IPREG, 4o pac

Internal clock (CK_INT) .
——— ¥ controler

TIMxCLK from RCC

- Reset, Enable, Count,
o

v | puto-reload Register ul
~w

Stop, Clear or up 0
NS

CK PSCI5ez JK CNTT T
Prescaler COUNTER

Figure 6. Timer structure on STM32

The second unit used in this design is the Timer unit.
The Timer unit is used to tell the data processing unit
(CPU) to perform the Uniform random data generation
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process and perform the calculation process based on
the E Box-Muller (Enhanced Box-Muller) algorithm.
The simple structure of the Timer in STM32 can be seen
in Figure 6 [13].

In general, Figure 6 informs that the timer is made up
of the internal clock (CK_CNT), counter (CNT),
register reload and interrupt mechanism. Each clock
signal appears, then the Counter will count up. If the
value in the Counter reaches its maximum value, an
Interrupt signal will appear which forces the
Microcontroller to enter the routine implementation of
the Timer service. The timer in this design is used as a
“tick” signaling device that forces the CPU to carry out
routine  Uniform random number generation,
conversion of uniform random numbers to Gaussian
random numbers and filling of calculated data into each
DAC buffer as shown in Figure 4.

The flow diagram of the Noise Generating System can
be described as figure 7.

( Start )

Uniform
Random Num.

v

Find Weight

v

Find Cosinus

v

Find Sinus

v

Send Ouput to
DAC

Figure 7. Flowchart of Noise Generator System

From figure 7, it can be seen that the time flag checking
process begins to give orders to the CPU to perform the
process of generating Uniform Distributed Random
Values, then calculating the Weights, Cosines and
Sines. The three values are then multiplied as the E
Box-Muller formula to produce 2 random values. The

two random values are then placed in each DAC buffer
to form an orthogonal analog signal.

3. Results and Discussions

To get the performance value of the designed Noise
Generator System, a Digital Oscilloscope measuring
device can be used which has FFT (Fast Fourier
Transform) mathematical facilities. This facility is used
to get a spectrum picture of the resulting noise signal.

Testing using a Digital Oscilloscope at the DAC output
or the 1-Q point in Figure 3 produces the following
Oscillogram:

M 5.00ms j

Ch& 1.00v
B Ch2  640my

Figure 8. Oscillograms of | and Q. signals

From Figure 8 it can be seen that the noise signal (signal
I and signal Q) generated by the system oscillates at a
voltage value of + 1V (2Vpp). This stress value is in
accordance with the results of theoretical calculations in
Equation (4).

To obtain information about the distribution of random
numbers generated by the E-Box-Muller unit, the
random number values generated by STM32 in branch
I (Figure 3) were 5000 samples for 2 (two) variations in
the value of n (i.e. n =10 and n = 1000). The recording
results are then processed to obtain information about
the distribution of the random number values generated.

350

300

250~ Dist. Ideal Dist. Ukur

frekuensi
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Figure 9a. Branch distribution | with n = 10 for 5000 samples
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Figure 9b. Distribution at the tail end
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Figure 10a. Distribution of branch I with n = 1000 for 5000 samples
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Figure 10b. Distribution at the tail end

Figure 9a and Figure 10a show the distribution of
random numbers generated by the Enhanced Box
Muller unit for n = 10 and n = 1000. From the two
figures, two conclusions can be drawn, namely: that the
Enhanced Box Muller unit designed to produce
numbers normally distributed or Gaussian distribution.
The second conclusion is that the value of n in equation
4 affects the "shape" or envelope shape of the resulting
distribution, where for n = 1000 shapes the measured
distribution approaches the ideal Gaussian distribution
while for n = 10 the distribution of random numbers
shows a distorted shape compared to the distribution.
Gaussian ideal. The previous conditions will also apply

to the tail end of the distribution as in Figures 9b and
10b.

To find out the distribution of the frequency or spectrum
generated from the designed device, a spectrum test was
conducted using a spectrum analyzer. The test is carried
out by measuring the output in one of the branches,
namely branch I. The measurement results in that
branch are illustrated in Figure 11.

Bhl 200V Gh@ 100V M 50.0ms
| SonFERr ke @Ok /1600y

Figure 11. Noise and Noise Spectrum at branch |

Figure 11 above shows the noise signal pattern
generated by the Enhanced Box-Muller after being
passed to a 12-bit DAC unit and the resulting frequency
spectrum pattern. The resulting noise signal seems to
swing from -1 Volt to +1 Volt or 2Vpp.

The spectrum analysis of the generated noise signal can
be seen in the second part of Figure 11 (Noise
Spectrum). In the image it can be seen that the noise
spectrum stretches up to 12KHz. The stretch of the
frequency spectrum up to 12KHz with relatively the
same amplitude indicates that the generated noise signal
meets the requirements to be called a white noise signal.

If the noise is modulated using a carrier signal with a
frequency of 200kHz, the oscillogram is obtained as
follows:

M 50.0ms
B Chl & 160mY

Ehi  2.00v £ha 100V

e R T AT

Figure 12. Noise signal modulated using fc = 200KHz
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From Figure 12 it can be seen that if the noise signal is
modulated (in this study, fc = 200KHz was used), then
the noise spectrum will be centered on the carrier
frequency, namely fc = 200KHz. This indicates that by
means of an analog modulator, the noise spectrum can
be centered on the desired frequency band.

4. Conclusion

The E-Box Muller method that has been described on
the theoretical basis can be implemented on the MCU-
STM32F4 hardware directly and generates Gaussian
distributed random numbers as described in the theory.

The resulting Noise signal has a voltage that stretches
from -1 to +1 Volts and produces a frequency spectrum
that stretches up to 12KHz with an average spectrum
amplitude of 50mV. This proves that the noise signal
meets the requirements to be referred to as White Noise.

If the noise signal is modulated using an analog
modulator, then the frequency spectrum of the noise
signal can be focused on a certain frequency band. This
means that the designed noise generation system can be
developed as a jammer device or a signal processing
device performance test system.
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